St oL LGiE

SPC1168 Security {15

iR

T BRSSP IR BT B AU, AR 28 # A B i AR R i . SPC11x8/SPD11x8
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1 Security ThRE

1.1 g XRY

X AP (Multi-zone Protect) IHAERENS (REZ NS AE T E L0 A W IR RIS, A
SR IET R BN —NE1ET . —HIREA DX PRI A RE, HAth 2 X AP AR F Bt A Ge g5
W B oz X 3, R aepkis 2120 X PATEFF - £ SPC11x8/SPD11x8 HY, Flash f#fii#&
A1 IRAM 15 2 1] IMEfE 4 AN X RS T RE - B 7 vl LLUEIE 3 & Flash H1#) Configuration Words
KAFRE S X R4 . Configuration Words ) BAKE LN 1-1 fiizs. Flash fAfig#s Al IRAM 155 [X
NEEE 1-1 B,

K] 1-1: Flash FAf#E 25 IRAM 73 X~ B

IRAM FLASH

OX1FFF FFFF 0x1001 FFFF
(IRAM_END_ADDR) ZONE3 (FLASH_END_ADDR)

-4— ZONE3_RAM_ADDR

ZONE3

ZONE3_FLASH_ADDR

A

ZONE2

<4— ZONE2_RAM_ADDR ZONE2

ZONE1 <-4— ZONE2_FLASH_ADDR

«— ZONE1_RAM_ADDR

ZONEO ZONE1

Ox1FFF 4000
-4— ZONEO_RAM_ADDR <4— ZONE1_FLASH_ADDR
(IRAM_START_ADDR) T N - -

ZONEO

0x1000 0000
(FLASH_START_ADDR)

<4— ZONEQO_FLASH_ADDR

7EP 1-1 ¥, ZONEx_FLASH_ADDR (x=0,1,2,3) A Flash f7-fifi#% 43X x (FLASH_ZONEx) H]
s, T E UL SE, ZONEO_FLASH_ADDR [E|32A Flash fFfif#s e an s, Bl 0x1000
0000; ZONEO_RAM_ADDR 7R[& & A IRAM [IZaf HihE

FH /7] LLiE IS Configuration Words H1 ZONEx_FLASH_PROT Tt f#i & 4} [X FLASH_ZONEx; i
i+ ZONEx_RAM_PROT FBffifit 4> [X RAM_ZONEx. 7 F3Cii2%], WmREAM X MRS, HAib
X TFA R S B SO% s X EE. HEA —NEMETE, RS X
FLASH_ZONEx #11 RAM_ZONEx (x N[F—/ME) #iPeffiEe, A-AXMAN 7 X A BIFEF & 7] LAAH
Yilal GB/5) XI5, 540, FLASH_ZONEO Al RAM_ZONEO #[#%f#ifE, A4 FLASH_ZONEO AJ
PLiJ7 ) RAM_ZONEO HH N %5, [ RAM_ZONEO 7] BLiJ7 i) FLASH_ZONEO TN 45 .

Flash f7fifi %% 73 [X FLASH_ZONEx ) K/NH FAIRI R IE (y=x+1) :

- FLASH_ZONEx A FLASH_zONEy #f1f A 1 70 X & ¥, W| FLASH_ZONEx K] K /NN
(ZONEy_FLASH_ADDR - ZONEx_FLASH_ADDR). f#411, FLASH_ZONEO F1 FLASH_ZONE1 #Rff
Ae 743 X A%, M FLASH_ZONEO K/NJy (ZONE1_FLASH_ADDR —ZONEO_FLASH_ADDR);

- FLASH_ZONEx f#ifiE T 70 X f£3", FLASH_ZONEy AAH fE4r X AR, W FLASH_ZONEX [ kN
FLASH _ZONEz (z>y) [IFEHFIREYLE (FLASH_ZONEz A & 4 tth 2 > y R E — 4 XD
> FLASH_ZONEz f#ifit 7 20 X f#3", N FLASH_ZONEx [ K/NAN (ZONEz_FLASH_ADDR -

ZONEx_FLASH_ADDR). Ittif, ZONEy FLASH_ADDR =ZONEz_FLASH_ADDR, FLASH_ZONEy
(IR /N 05
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> FLASH_ZONEz ARAFfEsrXARY", M FLASH_ZONEx [fJk/INA (FLASH_END_ADDR + 1 -
ZONEx_FLASH _ADDR ) . It IF ZONEy FLASH ADDR = ZONEz FLASH ADDR =
FLASH_END_ADDR, FLASH_ZONEy #11 FLASH_ZONEz [ K/N4I A 0;

- FLASH_ZONEx A A fE7; X R4, FLASH_ZONEy f#ifig 1 75 X R4, NIl FLASH_ZONEx oK /NH
FLASH_ZONEX & 734 FLASH_ZONEO #€ :
> FLASH_ZONEx #& FLASH_ZONEO, M| FLASH_ZONEx f#Jk/NJy (ZONEy_FLASH_ADDR —
ZONEO_FLASH_ADDR);
> FLASH_ZONEx A~#& FLASH_ZONEO, | FLASH_ZONEx HJK/NA 0.

LB A7 3% 73 X FLASH_ZONExX FIR/NEIRN,  [RIFEE AT IRAM [1)43 X RAM_ZONEX K/
I . SPINTROL $24L[ ISP N2k T E v LLFS B H F i & Configuration Words, Fifianf& 1-2
FFiR o

K 1-2: ISP T# T E Configuration Words At & 51 [H
) SPINTROL I5P Too ElCi=N)

Device [SPC1168 |-||Port COM74 - O | & @ (84 & | 2(=2| @

Frogram Chip |Uart Communication | FParam Dlecode | Memory Area|

Program File 4 -
| 5 Security Settings [‘:' = é,l
Jump and Run
1 TSER 0
| Infe Lock Flash Z 0 0x10000000
huto-Reload [] Info Loc [[] Flash Zone 0
I I:‘ Encrypt Code D EaM Zome O 0 1FFF4000
Code Infa
Start: Oxiooof| ~SER ! B Erase Sectors
3 I:l Info Lock D Flash Zone 1 Ox10003000
Start:
1 [C] Encrypt Code [] BAM Zome 1 O IFFFT000
Operations VSER 2 -
[E] Info Lock [7] Flash Zome 2 0x10010000 PRz O wRa
[] Encrypt Code [] EAM Zome 2 0 1FFFANOD [
Id Time [
TSER 3
[] Info Lock [[] Flash Zone 3 Ox10015000
[7] Encrypt Code [ EAM Zome 3 0 1FFFI000
Others
[] #IT Enable
Cancel u):4
4 | 3

@ com74 = [38400,8.Nene.1]
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7 1-3 41, USERx I T & E 7 [X x (x=0,1,2,3) [f] Security ThfE, EFtFriiH T USER

x FAHCE TR 1-1 o7 BUixs Mok & (BLUSER 0 A o

B 1-3: ISP T T A Configuration Words At & T )i B

Ga
44 Security Settings

~

o @] =

USER 0
ZONEO_INFO_LOCK - [] Info Lock
ZONEO_ENCRYPT g [ | Encrypt Code
USER 1

[] Info Lock

[7] Encrypt Code

USER 2
[7] Info Lock

[7] Encrypt Code

USER 3
[7] Info Lock

[7] Encrypt Code

Others
[7] #DT Enable

Cancel

ZONEO_FLASH_PROT

ZONEO_FLASH_ADDR

A

[7] Flash Zone 0 0x10000000

[7] RAM _Zone O 0x1FFF4000

A

ZONEO_RAM_PROT

ZONEO_RAM_ADDR
[] Flash Zone 1  0x10008000

[7] RAM Zome 1 Ox1FFFT000

[] Flash Zone 2  0x10010000

| RAM Zone 2 OxIFFFADOD

[] Flash Zone 3 0x10018000

|| RAM Zone 3 0x1FFFDO00

Configuration Words £7 5Lt F W Flash R, &N XA 5 1) B SO LIE 4

L3

% 1-1: Configuration Words ZZBt & X

Hht

ZHR

Thae XA

0x11000600

ZONEO_INFO_LOCK

Lock the Configuration Words of zone 0 (0x11000600 —
0x1100063F)

OXFFFFFFFF: The Configuration Words of zone 0 can’t
be programmed

Others: The Configuration Words of zone 0 can be
programmed

0x11000604

ZONEO_ENCRYPT

Encrypt status of code in Flash zone 0
OxDECODE: The code in Flash zone 0 has been
encrypted

Others: The code in Flash zone 0 is raw code

0x11000608

ZONEO_DECRYPT

Decrypt status of code in Flash zone O

0xAA621623: Success to decrypt code in Flash zone 0
0x1E55051: Fail to decrypt code in Flash zone 0
Others: Not valid

0x1100060C

ZONEO_FLASH_PROT

Flash zone 0 protection word
OxFFFFFFFF: Disable Flash zone 0 protection
Others: Enable Flash zone 0 protection

0x11000610

ZONEO_FLASH_ADDR

Flash zone O start address
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0x11000614

ZONEO_RAM_PROT

RAM zone 0 protection word
OxFFFFFFFF: Disable RAM zone 0 protection
Others: Enable RAM zone 0 protection

0x11000618

ZONEO_RAM_ADDR

RAM zone O start address

0x1100061C "~
0x1100063F

Reserved for ZONEO

Reserved Configuration Words for ZONE 0

0x11000640

ZONE1_INFO_LOCK

Lock the Configuration Words of zone 1 (0x11000640 —
0x1100067F)

OXFFFFFFFF: The Configuration Words of zone 1 can’t
be programmed

Others: The Configuration Words of zone 1 can be
programmed

0x11000644

ZONE1_ENCRYPT

Encrypt status of code in Flash zone 1
OxDECODE: The code in Flash zone 1 has been
encrypted

Others: The code in Flash zone 1 is raw code

0x11000648

ZONE1_DECRYPT

Decrypt status of code in Flash zone 1

0xAA621623: Success to decrypt code in Flash zone 1
0x1E55051: Fail to decrypt code in Flash zone 1
Others: Not valid

0x1100064C

ZONE1_FLASH_PROT

Flash zone 1 protection word
OxFFFFFFFF: Disable Flash zone 1 protection
Others: Enable Flash zone 1 protection

0x11000650

ZONE1_FLASH_ADDR

Flash zone 1 start address

0x11000654

ZONE1_RAM_PROT

RAM zone 1 protection word
OxFFFFFFFF: Disable RAM zone 1 protection
Others: Enable RAM zone 1 protection

0x11000658

ZONE1_RAM_ADDR

RAM zone 1 start address

0x1100065C ~
0x1100067F

Reserved for ZONE1

Reserved Configuration Words for ZONE 1

0x11000680

ZONE2_INFO_LOCK

Lock the Configuration Words of zone 2 (0x11000680 —
0x110006BF)

OXFFFFFFFF: The Configuration Words of zone 2 can’t
be programmed

Others: The Configuration Words of zone 2 can be
programmed

0x11000684

ZONE2_ENCRYPT

Encrypt status of code in Flash zone 2
OxDECODE: The code in Flash zone 2 has been
encrypted

Others: The code in Flash zone 2 is raw code

0x1100688

ZONE2_DECRYPT

Decrypt status of code in Flash zone 2

0xAA621623: Success to decrypt code in Flash zone 2
0x1E55051: Fail to decrypt code in Flash zone 2
Others: Not valid

0x1100068C

ZONE2_FLASH_PROT

Flash zone 2 protection word
OxFFFFFFFF: Disable Flash zone 2 protection
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Others: Enable Flash zone 2 protection

0x11000690 | ZONE2_FLASH_ADDR Flash zone 2 start address

RAM zone 2 protection word

0x11000694 | ZONE2_RAM_PROT OxFFFFFFFF: Disable RAM zone 2 protection

Others: Enable RAM zone 2 protection
0x11000698 | ZONE2_RAM_ADDR RAM zone 2 start address

0x1100069C ~
0x110006BF

Reserved for ZONE2 Reserved Configuration Words for ZONE 2

Lock the Configuration Words of zone 3 (0x110006CO0 —
0x110006FF)

OXFFFFFFFF: The Configuration Words of zone 3 can’t
be programmed

Others: The Configuration Words of zone 3 can be
programmed

Encrypt status of code in Flash zone 3

OxDECODE: The code in Flash zone 3 has been
encrypted

Others: The code in Flash zone 3 is raw code

Decrypt status of code in Flash zone 3

0xAA621623: Success to decrypt code in Flash zone 3
0x1E55051: Fail to decrypt code in Flash zone 3
Others: Not valid

Flash zone 3 protection word

0x110006CC | ZONE3_FLASH_PROT OxFFFFFFFF: Disable Flash zone 3 protection

Others: Enable Flash zone 3 protection

0x110006D0 | ZONE3_FLASH_ADDR Flash zone 3 start address

RAM zone 3 protection word

0x110006D4 | ZONE3_RAM_PROT OxFFFFFFFF: Disable RAM zone 3 protection

Others: Enable RAM zone 3 protection

0x110006D8 | ZONE3_RAM_ADDR RAM zone 3 start address

0x110006DC
~ 0x110006FF

0x110006CO | ZONE3_INFO_LOCK

0x110006C4 | ZONE3_ENCRYPT

0x110006C8 | ZONE3_DECRYPT

Reserved for ZONE3 Reserved Configuration Words for ZONE 3
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1.2 Secure Boot

Secure Boot JoVFFH P AR T LLB SCITE S AN BI85 R Flash fEfifas . 28)5, 7B
F FHLJS, bootloader 550K F IR FAE Flash FRiEAT E M5 . IXFE ] DL G P R UG FE 7
SO CHEX SO ARy R 2 R it 28 2 57 (1 XU . SPC11x8/SPD11x8 1) Secure Boot SC#F Flash
TEf o B 20 X A5

ESEPRAE S, HAERME G NRETFREE S Flash fffEd#HF)fE, TERE
Configuration Words H' ZONEx_ENCRYPT B¢ ¥J{i y OXDECODE, K7Ni% 4y X H A2 7 4% A 7
B XFE, ESHEBESIE, bootloader 2Kf F F AR R HEAT HARZE, WSR2 T,
W E ZONEx_DECRYPT M A OxAA621623; Ul M kM, ¥ E ZONEx_DECRYPT MI{E A
Ox1E55051.

1.3 Debug 81 E

5 F 1) Debug #2 A TERR P AR AN B, 75 B8 W 3. X 2 mkE 7] LA T Debug #
e U5 0 F AT G A N & . [RILE, 7E77 & r°h), Debug THRELAIHIZEH, XFf
anl DAk S0 i@ T Debug $2 12538 EUE Fr WS IIFE ST« 24 SPC11x8/SPD11x8 W H#BH Flash 17-fifigs
B IRAM AL E — DN XARTHAERE 5, 08 (1) Debug £2 Nk 2 4% 81 € o

1.4  FEHLELRY

A B0 RN D S B AR WK O T IR T, SR ISR Flash FR R B 5t
HUH SR, ARG B IR L e S B R g FE K SPC11x8/SPD11x8 th i, SZEUNTHH A = s =),
of TIXPE T, SPC11x8/SPD11x8 i EL 4%+ B AR I ALk

SPC11x8/SPD11x8 fEH ) Bf =H 5 A—"> 8 T FEALAY, XML —HE NG, &4
AT DA AE S o 28 7 BN R P @ AT I ] DAMGES B A e B AR S Z BE L . i SRz BE ML AL
5N R IR FMEA S &b N R P RE T . A A BEYLRS A FE, B
FEEN IR T Flash R EE, 285X S8 7 5 ds 5 21 o Ath SPC11x8/SPD11x8 5 F
W, FRTFHASIER TIE. XFE, B/t A aets gt = 2.
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