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Example Code

#include <stdio.h>
#include <stdlib.h>
#include <time.h>

#include "SPC2188.h"

/* Special macro definitions */
#define READ FLASH ERROR (lU << 1) /* Error when read FLASH */
#define WRITE FLASH ERROR (1U << 17) /* Error when write FLASH */

uint32_t gu32IntCnt = 0O;
uint32_t gu32IntEvt;
uint32_t gu32Addr;

volatile uint32_t u32Data;

void FLASH AccessErrorIntCheck (uint32_ t u32Base, uint32_ t u32Size, uint8_t
u8ErrorBitNum, uint32_ t u32Access)

{
uint32_t u32Bit0;
uint32 t u32Bitl;
uint8_t u8Buf;

gu32IntCnt = 0U;

/* Get random addr */
switch (rand() & 70)
{
/* 1/8 propability */
case 0U:
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gu32Addr = u32Base;

break;
/* 1/8 propability */
case 1U:
gu32Addr = u32Base + u32Size - 1U;
break;
/* 6/8 propability */
default:
gu32Addr = ((rand() % u32Size) + u32Base);
break;

/* Erase flash Sector */
FLASH EraseSector (QSPI1, gu32Addr);

u32Bit0 = rand() % 13U;
if (u8ErrorBitNum == 20U)
{

do

{

u32Bitl = rand() % 130;

} while (u32Bit0 == u32Bitl);
}
else
{

u32Bitl = u32BitO0;
}
u8Buf = rand();
if (u32Access == WRITE_FLASH ERROR)
{

/* Force bit error pattern */

WRITE REG(*((volatile uint32_ t¥*) (0x40000F30)), (1U << u32Bit0) | (1U <<
u32Bitl));

/* Force memory access error */
SET_BITS(* ((volatile uint32_ t*) (0x40000F3C)), u32Access);

/* Write Flash Data */
FLASH Program(QSPI1, &u8Buf, gu32Addr, 1);

if (u32Access == READ FLASH ERROR)
{
u32Bit0 = rand() % 13U;
if (u8ErrorBitNum == 2U)
{
do
{
u32Bitl = rand() % 13U;
} while (u32Bit0 == u32Bitl);
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}

else

{

u32Bitl = u32BitO0;

/* Force bit error pattern */

WRITE REG (* ((volatile uint32 t*) (0x40000F30)), (1U << u32Bit0) | (1U <<
u32Bitl)) ;

/* Force memory access error */
SET_BITS (* ((volatile uint32_ t*) (0x40000F3C)), READ FLASH ERROR) ;

/* Read flash Data */
u32Data = *((__IO uint8_t *)gu32Addr);
while (gu32IntCnt == 0);

}

else

{
/* Read flash Data */
u32Data = *((__IO uint8_t *)gu32Addr);
while (gu32IntCnt == 0);

int main( void )

{
CLOCK_InitWithRCO(2400000000) ;
Delay Init();

/*

* Init the UART

*/

PIN_ SetChannel (PIN _GPIO62, PIN GPIO62_ UARTO_TXD) ;
PIN SetChannel (PIN _GPIO63, PIN GPIO63 UARTO_RXD) ;
UART Init (UARTO, 38400);

/* When using SWD for RAM simulation, boot does not go through the
initialization flash process */

if ((QSPI_RecallFlashID(QSPI1) >> 16) == 0xC8U)

{
FLASH Init(QSPI1, SysInfo.u32SYSCLKO, 80000000);
FLASH SetTiming (QSPI1, 240000000U, 80000000);

}

else

{

FLASH Init(QSPI1, SysInfo.u32SYSCLKO, 50000000);
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FLASH SetTiming(QSPI1, 2400000000, 50000000);

printf ("Flash ECC test\n");

SYSTEM DisableResetEvent (RESET EVENT_ ALL) ;
SYSTEM DisableNonMaskableInt (NMI_EVENT ALL) ;

SYSTEM EnableNonMaskableInt (NMI_EVENT FLASH SINGLE BIT_ ERROR |
NMI_EVENT FLASH MULTI_BIT_ERROR) ;

/* Enable write special registers */
WRITE REG(* ((volatile uint32 t*) (0x40000F54)), Ox1ACCE551U);

/* Read flash ECC single bit error */
gu32IntEvt = NMI_EVENT FLASH SINGLE BIT_ ERROR;
FLASH AccessErrorIntCheck (0x10010000, 0x1000, 1, READ FLASH ERROR) ;

/* Read flash ECC multi bit error */
gu32IntEvt = NMI_EVENT FLASH MULTI_BIT_ERROR;
FLASH AccessErrorIntCheck (0x10010000, 0x1000, 2, READ FLASH ERROR) ;

/* write flash ECC single bit error */
gu32IntEvt = NMI_EVENT FLASH SINGLE BIT ERROR;
FLASH AccessErrorIntCheck (0x10010000, 0x1000, 1, WRITE FLASH ERROR) ;

/* Write flash ECC multi bit error */
gu32IntEvt = NMI_EVENT FLASH MULTI_BIT ERROR;
FLASH AccessErrorIntCheck (0x10010000, 0x1000, 2, WRITE_FLASH ERROR) ;

while (1) {}

void NMI_ Handler (void)

{
uint32 t u32ErrorAddr = 0;

switch (gqu32IntEvt)
{
case (NMI_EVENT FLASH SINGLE BIT ERROR) :
u32ErrorAddr = SYSTEM GetMemErrorAddress (MEM FLASH) ;
printf ("NMI_EVENT FLASH SINGLE BIT ERROR\n");
break;
case (NMI_EVENT FLASH MULTI_BIT ERROR) :
u32ErrorAddr = SYSTEM GetMemErrorAddress (MEM FLASH) ;
printf ("NMI_EVENT FLASH MULTI_BIT_ERROR\n");
break;
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if (u32ErrorAddr !'= gu32Addr)
{

printf ("ECC error should be detected at 0x%08x, not 0x%08x\n", gu32Addr,
u32ErrorAddr) ;

}

else

{
printf ("ECC detected success\n");

gu32IntCnt++;
SYSTEM ClearNonMaskableInt (NMI_EVENT GLOBAL | gu32IntEvt);
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Example Code

#include <stdio.h>
#include <stdlib.h>
#include <time.h>

#include "SPC2188.h"

/* Special macro definitions */

#define READ_ROM ERROR (1lU << 0 ) /* Error when read ROM */
#define READ RAMO ERROR (1lU << 2 ) /* Error when read RAMO */
#define WRITE RAMO ERROR (1U << 18) /* Error when write RAMO */

uint32_t gu32IntCnt = 0O;
uint32_t gu32IntEvt;
uint32_t gu32Addr;

void ROM ReadErrorIntCheck (uint32_ t u32Base, uint32_ t u32Size, uint8_t
uBErrorBitNum, uint32_ t u32Access)

{
uint32_t u32Bit0;
uint32_t u32Bitl;

gu32IntCnt = 0U;

/* Get random addr */
switch (rand() & 70)
{
/* 1/8 propability */
case 0U:
gu32Addr = u32Base;
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break;
/* 1/8 propability */
case 1U:
gu32Addr = u32Base + u32Size - 1U;
break;
/* 6/8 propability */
default:
gu32Addr = ((rand() % u32Size) + u32Base);
break;
}
if (u8ErrorBitNum == 1U)

u32Bit0 = rand() % 39U;

/* Force bit error pattern */

WRITE_REG (* ((volatile uint32 t*) (0x40000F30 + (u32Bit0 >> 5) * 4)), 1U
<< (u32Bit0 & 310U));

}

if (u8ErrorBitNum == 20U)
{
do
{
u32Bit0 rand() % 39U;
u32Bitl rand() % 39U;
} while (u32Bit0 == u32Bitl);
if ((u32Bit0 >> 5) == (u32Bitl >> 5))
{

WRITE REG(* ((volatile uint32_ t*) (0x40000F30 + (u32Bit0 >> 5) * 4)),
(1U << (u32Bit0 & 31U)) | (1U << (u32Bitl & 31U0)));

}

else

{
WRITE REG(* ((volatile uint32_ t*) (0x40000F30 + (u32Bit0 >> 5) * 4)),
1U << (u32Bit0 & 31U0));
WRITE REG(*((volatile uint32_ t*) (0x40000F30 + (u32Bitl >> 5) * 4)),
1U << (u32Bitl & 310));

}

/* Force memory access error */
SET_BITS (*((volatile uint32_t¥*) (0x40000F3C)), u32Access);

/* Read ROM data */
SYSTEM SetNVREGL (* ((__ IO uint32_ t*) (uint32_t)gu32Addr)) ;

while (gu32IntCnt == 0);
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void RAM AccessErrorIntCheck (uint32_t u32Base, uint32_t u32Size, uint8_t
u8ErrorBitNum, uint32_ t u32Access)

{
uint32 t u32Byte;
uint32 t u32Bit0;
uint32_t u32Bitl;

gu32IntCnt = 0U;

/* Get random addr */
switch (rand() & 70)

{
/* 1/8 propability */

case 0U:
gu32Addr = u32Base;
break;

/* 1/8 propability */

case 1U:
gu32Addr = u32Base + u32Size - 1U;
break;

/* 6/8 propability */

default:
gu32Addr = ((rand() % u32Size) + u32Base);
break;

gu32Addr &= Oxfff£f£fcU;

/* Save addr and data */
SYSTEM SetNVREGO (gu32Addr) ;
SYSTEM SetNVREG1 (rand());

if (u8ErrorBitNum == 1U)
{
u32Bit0 = rand() % 13U;
u32Bit0 += (gu32Addr & 0x3) * 13U;
u32Bit0 += (rand() % (1 << 2)) * 130;
/* Force bit error pattern */
WRITE REG(* ((volatile uint32_ t*) (0x40000F30 + (u32Bit0 >> 5) * 4)), 1U
<< (u32Bit0 & 31U));

}

if (u8ErrorBitNum == 2U)
{

do

{

u32Byte = rand() % (1 << 2);
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u32Bit0 = rand() % 130U;
u32Bitl rand() % 13U;
u32Bit0 += (gu32Addr & 0x3) * 13U;
u32Bitl += (gu32Addr & 0x3) * 13U;
u32Bit0 += u32Byte * 13U;
u32Bitl += u32Byte * 13U;

} while (u32Bit0 == u32Bitl);

if ((u32Bit0 >> 5) == (u32Bitl >> 5))
{
/* Force bit error pattern */

WRITE REG(*((volatile uint32_ t*) (0x40000F30 + (u32Bit0 >> 5) * 4)),
(1U << (u32Bit0 & 31U)) | (1U << (u32Bitl & 31U0)));

}
else
{
/* Force bit error pattern */

WRITE REG (* ((volatile uint32_ t*) (0x40000F30 + (u32Bit0 >> 5) * 4)),
1U << (u32Bit0 & 31U));

WRITE REG (* ((volatile uint32 t*) (0x40000F30 + (u32Bitl >> 5) * 4)),
1U << (u32Bitl & 31U));

}

/* Force memory access error */
SET BITS(*((volatile uint32_ t*) (0x40000F3C)), u32Access);

/* write RAM and read data */
*((__TO uint32_t*) (uint32_t)SYSTEM GetNVREGO ()) = SYSTEM GetNVREGL () ;
SYSTEM SetNVREGO (* ((__IO uint32 t*) (uint32 t)SYSTEM GetNVREGO ())) ;

int main( void )

{

CLOCK_InitWithRCO(2400000000) ;
Delay Init();

/*

* Init the UART

*/

PIN_SetChannel (PIN_GPIO62, PIN_GPIO62_UARTO_TXD) ;
PIN_SetChannel (PIN_GPIO63, PIN_GPIO63_UARTO_RXD) ;
UART Init(UARTO, 38400);

printf ("ROM RAM ECC test\n");

©2024 R HE TR (B HIRAFA 19 of 39



_—
SPIN rroL
RC-032-2408027 ECC Thfe i FIf5F C/2 I

Example Code

SYSTEM DisableResetEvent (RESET_EVENT ALL) ;

SYSTEM DisableNonMaskableInt (NMI_EVENT ALL) ;

SYSTEM EnableNonMaskablelInt (

NMI_EVENT ROM SINGLE BIT ERROR
NMI_EVENT ROM MULTI_BIT ERROR
NMI_EVENT_RAMO_ SINGLE_BIT ERROR
NMI_EVENT_RAMO_ MULTI_BIT ERROR
NMI_EVENT RAM1 SINGLE BIT ERROR
NMI_EVENT RAM1 MULTI_BIT_ ERROR
NMI_EVENT_RAM2 SINGLE_BIT ERROR
NMI_EVENT RAM2 MULTI_BIT_ ERROR

- e - — — — — —

’

/* Enable write special registers */
WRITE REG(* ((volatile uint32_ t*) (0x40000F54)), Ox1ACCE551U);

/* Read ROM ECC single bit error */
gu32IntEvt = NMI_EVENT ROM SINGLE BIT ERROR;
ROM ReadErrorIntCheck (0x00001000U, 0x40, 1, READ ROM ERROR) ;

/* Read ROM ECC multi bit error */
gu32IntEvt = NMI_EVENT ROM MULTI_BIT ERROR;
ROM ReadErrorIntCheck (0x00001000U, 0x40, 2, READ ROM ERROR) ;

/* Read RAMO ECC single bit error */
gu32IntEvt = NMI_EVENT RAMO_SINGLE BIT_ERROR;
RAM AccessErrorIntCheck (0x1££fb0000U, 0x10000, 1, READ RAMO_ ERROR) ;

/* Read RAMO ECC multi bit error */
gu32IntEvt = NMI_EVENT RAMO MULTI_BIT ERROR;
RAM AccessErrorIntCheck (0x1££fb0000U, 0x10000, 2, READ RAMO_ ERROR) ;

/* Write RAMO ECC single bit error */
gu32IntEvt = NMI_EVENT RAMO SINGLE BIT ERROR;
RAM AccessErrorIntCheck (0x1££fb0000U, 0x10000, 1, WRITE RAMO ERROR) ;

/* Write RAMO ECC multi bit error */
gu32IntEvt = NMI_EVENT RAMO MULTI_BIT ERROR;

RAM AccessErrorIntCheck (0x1££fb0000U, 0x10000, 2, WRITE RAMO ERROR) ;

while (1) {}

void NMI_Handler (void)
{

uint32 t u32ErrorAddr = 0;
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switch (gu32IntEvt)
{
case (NMI_EVENT ROM SINGLE BIT_ERROR) :
u32ErrorAddr = SYSTEM GetMemErrorAddress (MEM ROM) ;
printf ("NMI_EVENT ROM_SINGLE BIT ERROR\n");
break;
case (NMI_EVENT ROM MULTI_BIT ERROR) :
u32ErrorAddr = SYSTEM GetMemErrorAddress (MEM ROM) ;
printf ("NMI_EVENT ROM MULTI_BIT_ERROR\n");
break;
case (NMI_EVENT RAMO SINGLE BIT ERROR) :
u32ErrorAddr = SYSTEM GetMemErrorAddress (MEM RAMO) ;
printf ("NMI_EVENT RAMO_SINGLE BIT_ERROR\n");
break;
case (NMI_EVENT RAMO MULTI_BIT_ERROR) :
u32ErrorAddr = SYSTEM GetMemErrorAddress (MEM RAMO) ;
printf ("NMI_EVENT RAMO MULTI_BIT ERROR\n");

break;

if (u32ErrorAddr !'= gu32Addr)

{

printf ("ECC error should be detected at 0x%08x, not 0x%08x\n", gu32Addr,
u32ErrorAddr) ;

}

else

{
printf ("ECC detected success\n");

gu32IntCnt++;

SYSTEM ClearNonMaskableInt (NMI_EVENT GLOBAL | gu32IntEvt);
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3.2 SPC1168/SPC1125 &%

3.2.1  Flash ECC THESI&E

3.2.1.1 IThEEESR
ISF Flash ECC ThEEH XK .

3.2.1.2 IhEESZHL

ARG 7N I I BRI 25 Flash VEN B LA R 5 2 LUdrsE %, 72 2E ECC RIS AE V& Hh W sk 56
ilF Flash EF ECC Thft. T FEIGF Flash [ ECC ThAE, Fr LA IF IR FE A BEAEIAE Flash
W, TR EURAE RAM BT

AN B AR P B B AR R
- WIB ARG, UART IR 10 L HIUR1L Flash;
- RN AT A
- THBRPRLURRRNR AN 2 LR RS AL
- fERR AR LR R AN 2 LU RS 1R DL Flash ECC XS
- PEBR Flash HuhbFT7E 5 X ;
- WRRES Flash FEANE R, WHERAERPRG A SEATIRES Flash TEANE1%;
- WRAETE Flash ENEE R, W ERAERFIAR G A7 G5 BT M RE T2 Flash 7N 1%
- 5 flash;

- 1% Flash.

Example Code

uint32_ t u32Data;

int main (void)

{

/* Set Flash timing */
FLASH WALLOW() ;

FLASH SetTiming(100000000);
/* Disable flash write access after flash operation had done */
FLASH WDIS();

CLOCK_InitWithRCO(100000000UL) ;

/* Delay init */
Delay Init();

/* UART init */
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GPIO_SetPinChannel (GPIO_34, GPIO34 UART TXD) ;
GPIO_SetPinChannel (GPIO_35, GPIO35 UART RXD) ;

UART Init(UART, 38400);

printf ("Just a Sample....\n");

FLASH WALLOW() ;

/* ENGR */

WRITE REG(*((volatile uint32_ t*) (0x40000F50)), Ox1ACCES551U);

NVIC_EnableIRQ(MEM IRQn) ;

SYSTEM->MEMIC.bit.FLASH1ERR = 1;
SYSTEM->MEMIC.bit.FLASH2ERR = 1;
SYSTEM->MEMECCEN.bit.FLASHECC = 1;
SYSTEM->MEMIE .bit.FLASH1ERR = 1;
SYSTEM->MEMIE .bit.FLASH2ERR = 1;

/* write flash, generate lbit error */
{
FLASH EraseSector (0x10000000) ;
WRITE_REG (* ((volatile uint32 t*) (0x40000F40)), Oxle << 12);
FLASH ProgramWord (Oxa5a5, 0x10000000);
u32Data = *((__IO uint32 t *)0x10000000);

/* write flash, generate 2bit error */

FLASH EraseSector (0x10000000);

WRITE REG(*((volatile uint32 t*) (0x40000F40)), O0x2e << 12);
FLASH ProgramWord (0Oxa5a5, 0x10000000) ;

u32Data = *((__IO uint32_t *)0x10000000);

/* read flash, generate lbit error */

FLASH EraseSector (0x10000000);

WRITE REG(* ((volatile uint32_ t*) (0x40000F40)), Oxle << 6);
FLASH ProgramWord (0Oxa5a5, 0x10000000) ;

u32Data = *((__IO uint32_t *)0x10000000) ;

/* read flash, generate 2bit error */

FLASH EraseSector (0x10000000) ;
WRITE_REG(* ((volatile uint32_ t¥*) (0x40000F40)), Ox2e << 6);
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FLASH ProgramWord (0Oxa5a5, 0x10000000);
u32Data = *((__IO uint32_t *)0x10000000);

while (1)
{

void MEM IRQHandler (void)

{
if (SYSTEM->MEMIF.bit.FLASH1ERR == 1)

{
printf ("NMI_EVENT FLASH SINGLE_BIT ERROR\n") ;
SYSTEM->MEMIC.bit.FLASHIERR = 1;

if (SYSTEM->MEMIF.bit.FLASH2ERR == 1)

{
printf ("NMI_EVENT FLASH MULTI_BIT ERROR\n");
SYSTEM->MEMIC.bit.FLASH2ERR = 1;

SYSTEM->MEMIC.bit.MEMINT = 1;
}
(1] ARBIAISE T SPC1168,  HE R HI = R BIAES SR 4l S PR AR SR IEAT #hFE
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3.3 SPC2168 A%

3.3.1 Flash ECC ThHEEUGIE
3.3.1.1 DhEEESKR

ISF Flash ECC ThREH X%

3.3.1.2 IhEESZHL

AR BRI SR 45 Flash VE B LERR TR 5 2 LURREE DR, 7748 ECC ARG R P b R 36

ilF Flash EF ECC Thft. T FEIGF Flash [ ECC ThAE, Fr LA IF IR FE A BEAEIAE Flash

i

, TEENAE RAM Fis4T.

AN B AR P B B AR R

WL R G Eh,  UART W3R 1 L HTUR AL Flash;

B R AR IR AT 4

T R B L RF T IR AN 2 LR R R A 5

i e = A L LU RR AR AN 22 LR 1% DL 2 Flash ECC A58

PEBREEHLH R Flash Huhik BT e 5 X 5

MRS Flash FEANEE R, WHERAERREFAA ST HERES Flash T ANH1%;
R SETE Flash VENEE R, WIERAERFIR A7 G5 BEAT M RE T2 Flash 7N 1%
H flash;

1 Flash.

Example Code

{

uint32_t u32Data;

int main (void)

/* Set Flash timing */
FLASH_WALLOW() ;

FLASH SetTiming(200000000);
FLASH WDIS() ;

/* Clock init */
CLOCK_InitWithRCO(ZOOOOOOOOUL);

/* Delay init */
Delay Init();

/* UART init */
GPIO_SetPinChannel (GPIO_44, GPIO44_UART TXD) ;
GPIO_SetPinChannel (GPIO_45, GPIO45_UART RXD) ;
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UART Init (UART, 38400);

printf ("Just a Sample....\n");

FLASH_WALLOW () ;
/* ENGR */
WRITE REG (* ((volatile uint32_ t*) (0x40000F50)), 0x1ACCE551U);

NVIC EnableIRQ (MEM IRQn) ;

SYSTEM->MEMIC.bit.FLASH1ERR
SYSTEM->MEMIC.bit.FLASH2ERR
SYSTEM->MEMECCEN.bit.FLASHECC
SYSTEM->MEMIE.bit.FLASH1ERR =
SYSTEM->MEMIE .bit.FLASH2ERR =

nn
L e | I S
~ ~e .

=

<~

~.

/* write flash, generate lbit error */
{
FLASH EraseSector (0x10000000);
WRITE REG(*((volatile uint32_ t*) (0x40000F40)), Oxle << 12);
FLASH ProgramWord (0Oxa5a5, 0x10000000);
u32Data = *((__IO uint32 t *)0x10000000);

/* write flash, generate 2bit error */
{
FLASH EraseSector (0x10000000);
WRITE REG(*((volatile uint32 t*) (0x40000F40)), Ox2e << 12);
FLASH ProgramWord (0Oxab5a5, 0x10000000);
u32Data = *((__IO uint32_t *)0x10000000);

/* read flash, generate lbit error */

FLASH EraseSector (0x10000000) ;

WRITE REG(*((volatile uint32 t*) (0x40000F40)), Oxle << 6);
FLASH ProgramWord (0Oxab5a5, 0x10000000);

u32Data = *((__IO uint32_t *)0x10000000);

/* read flash, generate 2bit error */

FLASH EraseSector (0x10000000) ;

WRITE REG(* ((volatile uint32_ t*) (0x40000F40)), Ox2e << 6);
FLASH ProgramWord (0Oxa5a5, 0x10000000) ;

u32Data = *((__IO uint32_t *)0x10000000) ;
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}

while (1)
{
}

void MEM IRQHandler (void)
{
if (SYSTEM->MEMIF.bit.FLASH1ERR == 1)
{
printf ("NMI_EVENT FLASH SINGLE BIT ERROR\n");
SYSTEM->MEMIC.bit.FLASH1ERR = 1;

if (SYSTEM->MEMIF.bit.FLASH2ERR == 1)

{
printf ("NMI_EVENT FLASH MULTI_BIT ERROR\n");
SYSTEM->MEMIC.bit.FLASH2ERR = 1;

}
SYSTEM->MEMIC.bit.MEMINT = 1;
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3.4 SPC1169 &%
3.4.1 Flash. ROM. RAM ECC ThEEUGE

3.4.1.1 IHhEEFER
ISF Flashe ROM. RAM X 3 ECC ZhEEH 44

3.4.1.2 THEESZHL

AR NI 5 HI 45 Flashe ROM. RAMO V3N BLELRFES R 5 XL R A5, 72 2E ECC 4HiR
FR TR IGAIE Flashe ROM. RAMO E A5 ECC ThE. AT LAZGIE IR AE 3 A BEAEAE Flash. ROM.
RAMO ", TREINAE RAML HizfT. WIRTFEE /AR RAML ECC #51%, MINARE 7 75 Z0E
RAMO Hiz17 (A5 RAMO R [ &A 25], SHEHIF ML ARSEFM) , FE
BAEF A ) RAMO ECC 4512 B i RAM1 ECC 1%,

A IEE B AR B AR R
- VIR GRS, UART P11
- AR AR B LR RS AN 2 R IR I AR R T
- [EREERAERIR A AR
- WSRAE Flash ECC ThAEMIBL, MIHEAT i X #EER, FE& ECC ThREMIl I Bkid e 0 9%
- BENLH A LR SRR 1R
- BENLH —AMEEEEE) Flash. ROM 5 RAMO Hhili: CHSEAERTHD;
- RS NHER ECC, NMERES HE iR ECC, LB ECC Thfg AR M Bk it 1k 2 %
- BHNERE;
- FEWLH—AMERER Flash. ROM 5 RAMO Hbihik ChisEAE AT D
- BENLH — A B LR R R s
- IR EEEUER R ECC, WIATRETLES VR ECC, HE ECC Dhfg il Bk A TR
- BRECEE O T RIS NE R ECC, FRUNER R ECC AN, RHURIFERAS).

Example Code
/******************************************************************************
* @file main.c

* @Qbrief Main program body

* @version VXX.XX.XX

@date XX -XXX-XXXX

@note
Copyright (C) 2022 Spintrol Electronic Technology (Shanghai) Co., Ltd.. All
ights reserved.

* * * *

r

M

@Qattention

THIS SOFTWARE JUST PROVIDES CUSTOMERS WITH CODING INFORMATION REGARDING
THEIR PRODUCTS, WHICH AIMS AT SAVING TIME FOR THEM. SPINTROL SHALL NOT BE
LIABLE FOR THE USE OF THE SOFTWARE. SPINTROL DOES NOT GUARANTEE THE

* % F ¥ *
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* CORRECTNESS OF THIS SOFTWARE AND RESERVES THE RIGHT TO MODIFY THE SOFTWARE

* WITHOUT NOTIFICATION.
*

******************************************************************************/

#if defined(SPD1179)
#include "spdl1179.h"
ftelse
#include "spcll69.h"
#endif

#include <stdio.h>
#include <stdlib.h>

/**

* (@brief Software forced memory access error options
*/

typedef enum

{

READ _ROM _ERROR = (lU <K 0 ), /* Error when read ROM */
READ_ FLASH ERROR = (lU << 1), /* Error when read FLASH */
READ_RAMO_ERROR = (lU < 2 ), /* Error when read RAMO */
READ_RAM1_ERROR = (1lU << 3 ), /* Error when read RAM1 */
READ CAN ERROR = (U << 4 ), /* Error when read CAN */
WRITE FLASH ERROR = (1U << 17), /* Error when write FLASH */
WRITE RAMO_ ERROR = (1U << 18), /* Error when write RAMO */
WRITE RAM1 ERROR = (1U << 19), /* Error when write RAM1 */
WRITE CAN ERROR = (1U << 20), /* Error when write CAN */
MEMORY ACCESS_ERROR ALL = 0x001E00LFU /* All memory access error */

} ENGR_MemoryAccessErrorEnum;

uint32_t u32Addr;

uint32_t u32IntCnt;

uint32_t u32IntEvt;
ErrorStatus status = SUCCESS;

/******************************************************************************

* Qbrief Enable write access to the protected ENGR registers
*

* @param[in] None

*

* @Qreturn None

*

******************************************************************************/

#define ENGR_WALLOW () \
WRITE REG(* ((__IO uint32 t*) (uint32_ t)0x40000F70), 0x1ACCE551U)

/******************************************************************************

* @brief Force bit error pattern
*
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* @param[in] u8Idx : Bit range selection to force the memory error
* 0 - Bit [31: 0]

* 1 - Bit [63:32]

* 2 - Bit [95:64]

* @param[in] wu32Pat : Bit error pattern for the selected 32-bit

* 0 - Do not force errror on the bit

* 1 - Force error on the bit

*

* @return None

*

******************************************************************************/

#define ENGR_ForceMemoryErrorPattern (u8Idx, u32Pat) \
WRITE REG(*((___IO uint32 t*) (uint32_t) (0x40000F58 + 4 * (u8Idx))), (u32Pat))

/******************************************************************************

* @brief Force memory access error

*

* @param[in] eErr: Select the memory access type to force the error
* Please refer to ENGR_MemoryAccessErrorEnum

*

* @return None

*

******************************************************************************/

#define ENGR_ForceMemoryAccessError (eErr) \
SET_BITS(*((__IO uint32_ t*) (uint32_t)0x40000F64), (eErr))

void ROM ReadErrorIntCheck (uint32_ t u32Base, uint32_t u32Size,
uint8 t u8ErrorBitNum, uint32 t u32Access)
{
uint32_t i;
uint32_t u32Bit0;
uint32 t u32Bitl;

u32IntCnt = 0U;
ENGR_WALLOW (O

for (1 = 0U; i < 3U; i++)
{
/* Select the test address */
switch (rand() & 70)
{
case 0U:
u32Addr = u32Base;
break;
case 1U:
u32Addr = u32Base + u32Size - 1U;
break;
default:
u32Addr
break;

((rand() % u32Size) + u32Base);

}

/* Generate error data */
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if (u8ErrorBitNum == 1U)

u32Bit0 = rand() % 39U;
ENGR_ForceMemoryErrorPattern(u32Bit0 >> 5, 1U << (u32Bit0 & 310));

if (u8ErrorBitNum == 20U)

do
{
u32Bit0 = rand() % 39U;
u32Bitl = rand() % 39U;
} while (u32Bit0 == u32Bitl);
if ((u32Bit0 >> 5) == (u32Bitl >> 5))
{
ENGR_ForceMemoryErrorPattern (u32Bit0 >> 5,
(1U << (u32Bit0 & 31U)) | (1U << (u32Bitl & 310)));
}
else
{
ENGR ForceMemoryErrorPattern (u32Bit0 >> 5, 1U << (u32Bit0 & 310U));
ENGR ForceMemoryErrorPattern (u32Bitl >> 5, 1U << (u32Bitl & 310U));

}

/* Force error event */
ENGR_ForceMemoryAccessError (u32Access) ;

/* Read from test address */
switch (1)
{
case 0U:
SYSTEM SetNVREG1 (*((___ IO uint8 t *) (uint32_t)u32Addr));
break;
case 1U:
u32Addr &= Oxfffffffe;
SYSTEM SetNVREG1 (* ((___IO uintlé_t*) (uint32_t)u32Addr)) ;
break;
case 2U:
u32Addr &= Oxfffffffc;
SYSTEM SetNVREG1 (* ((___IO uint32_ t*) (uint32_t)u32Addr));
break;
case 3U:
u32Addr &= Oxfff£f£££8;
SYSTEM SetNVREG1 (*((___IO uint64_t*) (uint32_t)u32Addr)) ;
break;
}
while (u32IntCnt == 1i);

void RAM AccessErrorIntCheck (uint32_t u32Base, uint32_t u32Size,
uint8 t uB8ErrorBitNum, uint32 t u32Access)
{
uint32 t i;
uint32_t u32Byte;
uint32_t u32Bit0;
uint32 t u32Bitl;

u32IntCnt = 0U;
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ENGR_WALLOW() ;

for (i = 0U; i < 3U; i++)
{
/* Select the test address */
switch (rand() & 70)
{
case 0U:
u32Addr = u32Base;
break;
case 1U:
u32Addr = u32Base + u32Size - 1U;
break;
default:
u32Addr
break;

((rand() % u32Size) + u32Base);

}

switch (1)
{
case 0U:
break;
case 1U: u32Addr &= OxfffffffeU;
break;
case 2U: u32Addr &= OxfffffffcU;
break;
case 3U: u32Addr &= Oxff£££££80;
break;

}

/* Save test address to NVREGO */
SYSTEM SetNVREGO (u32Addr) ;

/* Generate error data */
if (u8ErrorBitNum == 1U)
{
u32Bit0 = rand() % 13U;
u32Bit0 += (u32Addr & 0x3) * 13U;
u32Bit0 += (rand() % (1 << i)) * 130;
ENGR_ForceMemoryErrorPattern(u32Bit0 >> 5, 1U << (u32Bit0 & 310));

if (u8ErrorBitNum == 20U)

do
{
u32Byte = rand() % (1 << 1i);
u32Bit0 rand() % 13U;
u32Bitl rand() % 13U;
u32Bit0 += (u32Addr & 0x3) * 13U,
u32Bitl += (u32Addr & 0x3) * 13U,
u32Bit0 += u32Byte * 13U;
u32Bitl += u32Byte * 13U;
} while (u32Bit0 == u32Bitl);
if ((u32Bit0 >> 5) == (u32Bitl >> 5))
{
ENGR_ForceMemoryErrorPattern (u32Bit0 >> 5,
(1U << (u32Bit0 & 31U)) | (1U << (u32Bitl & 310)));
}
else

{

ENGR ForceMemoryErrorPattern (u32Bit0 >> 5, 1U << (u32Bit0 & 31U));
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ENGR_ForceMemoryErrorPattern (u32Bitl >> 5, 1U << (u32Bitl & 31U));
}

}

/* Force error event */
ENGR_ForceMemoryAccessError (u32Access) ;

/* Write data to test address */
/* Read data from test address */
switch (1)
{
case 0U:
*((__IO uint8_t *) (uint32_t)SYSTEM GetNVREGO()) = rand();
SYSTEM SetNVREGO (* ((__IO uint8 t *) (uint32_t)SYSTEM GetNVREGO()));
break;
case 1U:
*((_IO uintl6é_t*) (uint32 t)SYSTEM GetNVREGO ()) = rand();
SYSTEM SetNVREGO (* ((__IO uintlé_t*) (uint32_t)SYSTEM GetNVREGO()));
break;
case 2U:
*((__IO uint32_t*) (uint32_ t)SYSTEM GetNVREGO ()) = rand();
SYSTEM SetNVREGO (* ((___ IO uint32 t*) (uint32_t)SYSTEM GetNVREGO())) ;
break;
case 3U:
*((_IO uint64_t*) (uint32_ t)SYSTEM GetNVREGO ()) = rand();
SYSTEM_SetNVREGO (* ((__IO uint64_t*) (uint32_t)SYSTEM GetNVREGO())) ;
break;
}
while (u32IntCnt == i);
switch (1)
{
case 0U:
*((__TIO uint8_t *) (uint32_t)u32Addr)
break;
case 1U:
*((__I0 uintlé_t*) (uint32_t)u32Addr)
break;
case 2U:
*((__I0 uint32_ t*) (uint32_t)u32Addr)
break;
case 3U:
*((__TIO uint64_t*) (uint32_t)u32Addr)
break;

I
o
~.

I
o
~

I
o
~

]
o
~

void FLASH AccessErrorIntCheck (uint32_t u32Base, uint32_ t u32Size,
uint8 t uBErrorBitNum, uint32 t u32Access)
{
uint32 t i;
uint32_t u32Bit0;
uint32 t u32Bitl;

u32IntCnt = 0U;
ENGR_WALLOW();

/* Erase sector */
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PHWLIB->FLASHC EraseSector (u32Base) ;

/* Generate error data */
if (u8ErrorBitNum == 1U)

u32Bit0 = rand() % 720U;
ENGR ForceMemoryErrorPattern(u32Bit0 >> 5, 1U << (u32Bit0 & 310U));

if (u8ErrorBitNum == 20U)

do
{
u32Bit0 = rand() % 72U;
u32Bitl = rand() % 72U;
} while (u32Bit0 == u32Bitl);
if ((u32Bit0 >> 5) == (u32Bitl >> 5))
{
ENGR_ForceMemoryErrorPattern (u32Bit0 >> 5,
(1U << (u32Bit0 & 31U)) | (1U << (u32Bitl & 31U)));
}
else
{
ENGR_ForceMemoryErrorPattern (u32Bit0 >> 5, 1U << (u32Bit0 & 31U));
ENGR_ForceMemoryErrorPattern(u32Bitl >> 5, 1U << (u32Bitl & 310));

}

/* Select the test address */
switch (rand() & 70)
{
case 0U:
u32Addr
break;
case 1U:
u32Addr = u32Base + u32Size - 1U;
break;
default:
u32Addr
break;

u32Base;

((rand() % u32Size) + u32Base);

}
u32Addr = u32Addr & Oxf££££££8U;

/* Force error event */
ENGR ForceMemoryAccessError (u32Access) ;

/* Flash write */
PHWLIB->FLASHC ProgramDWord (u32Addr, rand(), rand());

/* Do not force errror on the bit */
ENGR_ForceMemoryErrorPattern (0, 0);
ENGR_ForceMemoryErrorPattern(l, 0);
ENGR_ForceMemoryErrorPattern(2, 0);

for (1 = 0U; i < 3U; i++)
{
/* Select the test address */
switch (i)
{
case 0U:
SYSTEM SetNVREGO (u32Addr + ( rand() & 7U ))
break;
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case 1U:
SYSTEM SetNVREGO (u32Addr + ((rand() & 3U) << 1));
break;

case 2U:
SYSTEM SetNVREGO (u32Addr + ((rand() & 1U) << 2));
break;

/* Generate error data */
if (u8ErrorBitNum == 1U)

u32Bit0 = rand() % 72U;
ENGR_ForceMemoryErrorPattern (u32Bit0 >> 5, 1U << (u32Bit0 & 31U));

if (u8ErrorBitNum == 20U)

do
{
u32Bit0 = rand() % 720;
u32Bitl = rand() % 720;
} while (u32Bit0 == u32Bitl);
if ((u32Bit0 >> 5) == (u32Bitl >> 5))
{
ENGR_ForceMemoryErrorPattern (u32Bit0 >> 5,
(1U << (u32Bit0 & 31U)) | (1U << (u32Bitl & 31U0)));
}
else
{
ENGR ForceMemoryErrorPattern (u32Bit0 >> 5, 1U << (u32Bit0 & 31U));
ENGR ForceMemoryErrorPattern (u32Bitl >> 5, 1U << (u32Bitl & 310));

}

/* Force error event */
ENGR_ForceMemoryAccessError (u32Access) ;

/* Read data from test address */
switch (i)
{
case 0U:
SYSTEM_SetNVREGO (*( (_IO uint8_t *) (uint32_t) SYSTEM_GetNVREGO )));
break;
case 1U:
SYSTEM_SetNVREGO (*( (_IO uintl 6_t*) (uint32_t) SYSTEM_GetNVREGO )));
break;
case 2U:
SYSTEM SetNVREGO (* ((__IO uint32_ t*) (uint32_t)SYSTEM GetNVREGO ())) ;
break;
case 3U:
SYSTEM_SetNVREGO (*( (_IO uint64_t*) (uint32_t) SYSTEM_GetNVREGO )));
break;

}
while (u32IntCnt == i);

/************************************************************************
*
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* @brief In this case, code and data in RAMI1,
* test Flash, ROM, RAMO ECC error.

*

* @KeyPoint : None

*

* @TestMethod : Run code

*

* @TestResult : Serial display "Test success"

*
************************************************************************/
int main (void)
{

uint32 t u32SectorAddr;

status = SUCCESS;

CLOCK_InitWithRCO(100000000) ;
Delay Init();

PIN_SetChannel (PIN_GPIO10, PIN_GPIO10_ UARTO_TXD) ;
PIN_SetChannel (PIN_GPIO1l, PIN GPIO1l_UARTO_RXD) ;
UART Init(UARTO, 38400);

printf ("Just a Sample....\n");

/* Enable MEM IRQHandler */
NVIC EnableIRQ(MEM IRQn);

/* Disable all Reset Event */
SYSTEM DisableResetEvent (RESET_EVENT ALL) ;

/* Disable NMI and Memory Int */
SYSTEM DisableNonMaskableInt (NMI_EVENT ALL) ;
SYSTEM DisableMemoryInt (MEM INT ALL);

/* Enable NMI and Memory Int */
SYSTEM EnableNonMaskableInt ( NMI EVENT ROM MULTI BIT ERROR
| NMI EVENT RAMO MULTI BIT ERROR
| NMI EVENT RAMl MULTI BIT ERROR
| NMI EVENT FLASH MULTI BIT ERROR
)
SYSTEM_EnableMemoryInt ( MEM INT ROM SINGLE BIT ERROR
| MEM INT RAMO SINGLE BIT ERROR
| MEM_INT RAM1 SINGLE BIT ERROR
| MEM_INT FLASH SINGLE BIT_ ERROR
)

’

u32SectorAddr = 0x1000F000;

/* Single-bit error during read */
u32IntEvt = MEM INT FLASH SINGLE_ BIT_ERROR;
FLASH AccessErrorIntCheck (u32SectorAddr, 0x1000, 1, READ FLASH ERROR) ;

/* Single-bit error during write */
u32IntEvt = MEM INT FLASH_ SINGLE BIT ERROR;
FLASH AccessErrorIntCheck(u328ectorAddr, 0x1000, 1, WRITE_FLASH ERROR) ;

/* ROM: Read single bit error */
u32IntEvt = MEM INT ROM SINGLE BIT ERROR;
ROM ReadErrorIntCheck (OxOOOOlOOOU 0x40, 1, READ ROM ERROR) ;

36 of 39 ©2024 JEBHE TR (L) BIRAA



—
SPIN rRoL
—— RC-032-2408027 ECC Lhfefi T8 C/2

Example Code

/* RAM1: Read single bit error */
u32IntEvt = MEM INT RAMO_SINGLE BIT_ERROR;
RAM AccessErrorIntCheck (0x1£££fb000U, 0x1000, 1, READ_ RAMO_ ERROR) ;

/* RAM1l: Write single bit error */
u32IntEvt = MEM INT RAMO_SINGLE BIT ERROR;
RAM AccessErrorIntCheck (0x1f££fb000U, 0x1000, 1, WRITE_RAMO_ERROR) ;

/* Two-bit error during read */
u32IntEvt = NMI_EVENT FLASH MULTI BIT ERROR;
FLASH AccessErrorIntCheck (u32SectorAddr, 0x1000, 2, READ_ FLASH ERROR) ;

/* Two-bit error during write */
u32IntEvt = NMI_EVENT FLASH MULTI BIT ERROR;
FLASH AccessErrorIntCheck (u32SectorAddr, 0x1000, 2, WRITE FLASH ERROR) ;

/* ROM: Read multi bit error */
u32IntEvt = NMI_EVENT_ROM MULTI_BIT ERROR;
ROM ReadErrorIntCheck (0x00001000U, 0x40, 2, READ ROM ERROR) ;

/* RAM1: Read multi bit error */
u32IntEvt = NMI_EVENT RAMO MULTI_BIT_ERROR;
RAM AccessErrorIntCheck (0x1£££fb000U, 0x1000, 2, READ_RAMO_ ERROR) ;

/* RAM1l: Write multi bit error */
u32IntEvt = NMI_EVENT RAMO MULTI BIT ERROR;
RAM AccessErrorIntCheck (0x1f££fb000U, 0x1000, 2, WRITE_RAMO_ERROR) ;

if (status == SUCCESS)
{
printf ("Test success\n");

}

while (1)
{
}

void MEM IRQHandler (void)

{
uint32 t u32ErrorAddr = 0;

if (SYSTEM GetMemoryIntFlag(MEM INT ALL) '= (u32IntEvt | MEM INT GLOBAL))
{

status = ERROR;

printf ("MEMIF: Expect 0x%08x but read 0x%08x\n",

u32IntEvt | MEM INT GLOBAL, SYSTEM GetMemoryIntFlag(MEM INT ALL))

}

switch (u32IntEvt)
{
case (MEM _INT ROM SINGLE BIT ERROR) :
u32ErrorAddr = SYSTEM GetMemErrorAddress (MEM ROM) ;
break;
case (MEM_INT RAMO_SINGLE_BIT ERROR) :
u32ErrorAddr = SYSTEM GetMemErrorAddress (MEM RAMO) ;
break;
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case (MEM _INT RAM1 SINGLE BIT ERROR) :
u32ErrorAddr = SYSTEM_GetMemErrorAddress(MEM_RAMI);
break;

case (MEM _INT FLASH SINGLE BIT ERROR):
u32ErrorAddr = SYSTEM_GetMemErrorAddress(MEM_FLASH);
break;

if (u32ErrorAddr '= u32Addr)

status = ERROR;
printf ("ECC error should be detected at 0x%08x, not 0x%08x\n",
u32Addr, u32ErrorAddr) ;

}

u32IntCnt++;

SYSTEM ClearMemoryInt (MEM INT GLOBAL | u32IntEvt);

void NMI_Handler (void)

{
uint32_ t u32ErrorAddr = 0;

if (SYSTEM GetNonMaskableIntFlag (NMI_EVENT ALL) !'= (u32IntEvt |
NMI_EVENT GLOBAL))
{
status = ERROR;
printf ("NMIF: Expect 0x%08x but read 0x%08x\n",
u32IntEvt | NMI _EVENT_GLOBAL,
SYSTEM GetNonMaskableIntFlag(NMI EVENT ALL)) ;
}

switch (u32IntEvt)
{
case (NMI EVENT ROM MULTI BIT ERROR)
u32ErrorAddr = SYSTEM GetMemErrorAddress(MEM ROM) ;
break;
case (NMI EVENT RAMO MULTI BIT ERROR)
u32ErrorAddr = SYSTEM GetMemErrorAddress(MEM RAMO) ;
break;
case (NMI_EVENT RAM1 MULTI_BIT ERROR) :
u32ErrorAddr = SYSTEM GetMemErrorAddress (MEM RAM1) ;
break;
case (NMI EVENT FLASH MULTI BIT ERROR)
u32ErrorAddr = SYSTEM GetMemErrorAddress(MEM FLASH) ;
break;

if (u32ErrorAddr '= u32Addr)
status = ERROR;
printf ("ECC error should be detected at 0x%08x, not 0x%08x\n",

u32Addr, u32ErrorAddr) ;
}

u32IntCnt++;
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SYSTEM ClearNonMaskableInt (NMI_EVENT GLOBAL | u32IntEvt);
}

[*Fxxkdkkkkkxkkkkkk*k* Copyright (C) 2022 Spintrol Electronic Technology
(Shanghai) Co., Ltd. ***** END OF FILE ***x/
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